
u Julio Martinez | Information Security Officer

u @ TBAE over 12yrs

u @ Private sector over 10yrs
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Mission

u The Information Security department
will use its resources efficiently,
collaboratively and effectively to
create a risk-aware culture that places
high value on protecting information
entrusted to the BOARD, and to form a
protected and resilient information
security environment

u To assure the confidentiality, integrity
and availability of the agency’s
information resources (CIA Triad)

u To secure the agency’s information
systems against internal and external
information security threats
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Policies/Standards

u The Information Security
department implements policies
and standards in accordance with
Texas Administrative Code 202

u The Information Security
department uses the NIST SP
800-53 Cybersecurity Framework
standard to build the information
security program
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https://texreg.sos.state.tx.us/public/readtac$ext.ViewTAC?tac_view=4&ti=1&pt=10&ch=202
https://www.nist.gov/privacy-framework/nist-sp-800-53


Framework
Information Security is a cycle
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Controlling the Eco 
System
u Information Security involves

securing information across three
areas of control: technical
(digital), administrative
(policies, procedures &
guidelines), and physical (locks,
guards, man-traps)

67



Service

u Advises on information
security best practices and
standards to all departments

u The I.S. and I.T. department
collaborate to implement
cybersecurity on technical
information systems

u The I.S. and all TBAE
department heads
collaborate to implement
information security across
information systems

u Promote Cyber-awareness
through continuous training
and information campaigns
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	TxDOT delivered an award-winning, web-based application called TxDOTCONNECT to transform the way the agency plans and manages the state’s transportation programs and projects. 
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	They decided to assess co-location options for their network and servers and established a cooperative agreement. 
	The process involved coordinating logistics, vendor selection, project management, and establishing the cabling, fiber, and circuit infrastructure needed for secure connectivity and redundancy. 
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